NHOOPMALIMOHHASA ITAMATKA
JJIA OBYYAIOIIUXCA JJIA PASMEIHIEHUA
HA OPNIUNAJIBHBIX MTHTEPHET-PECYPCAX

C KaxabIM TOJ0OM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCS OOJbILIE, a HIKOJIBHUKU
OJHM W3 CaMbIX AaKTHUBHBIX II0Jb30BaTesnesl Pynera. Mexay teMm, HOMHMO
OTPOMHOI0 KOJIMYECTBA BO3MOKHOCTEH, HHTEPHET HECET U MTPOOIEMBI. JTa MaMsITKa

JOJIDKHA IIOMOYb TeOe Oe301macHo HaXOIUTHCA B CCTH.

KoMmnbroTepHbie BUPYChI

KoMIIBIOTEpHBIIT BUPYC - 3TO Pa3HOBHJIHOCTb KOMIIBIOTEPHBIX IPOTPaMM,
OTIIMYUTEIBHON 0COOEHHOCThIO KOTOPOM SIBJSIETCSL CLIOCOOHOCTh K Pa3MHOKEHHUIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT IIOBPEIUTH WM IOJHOCTHEO YHUYTOKUTH
Bce (haiiyibl U JaHHbIE, TOJKOHTPOJIbHBIE TIOJIB30BATENI0, OT UMEHU KOTOPOTro Obliia
3almynieHa 3apaKeHHasi Mporpamma, a TaKKe MOBPEIUTh WM AK€ YHUYTOXKHUTh
OTIEpaIIMOHHYIO CUCTEMY CO BceMH (aiiiamu B 1esoM. B OOJIbLIMHCTBE CilydaeB
PaCIpOCTPAHSAIOTCS BUPYChI UEPE3 UHTEPHET.

MeTob! 3aUThI OT BPEIOHOCHBIX IPOIPAMM:

1. Wcnons3yli COBpPEMEHHBIE ONEPALMOHHBIE CHUCTEMbI, MUMEIOIINE CEPbE3HBII
YPOBEHb 3aIIUTHI OT BPETOHOCHBIX MPOTPaMM;

2. TloctosHHO ycTaHaBnuBail madtd (UUQPPOBBIE  3aIUIATKH, KOTOPbIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAaOOTKM MPOrpamMMbl) U ApPyrHe
OOHOBJIEHUS CBOEH OnepalmoHHON cucTeMbl. CkaunMBai UX TOJIBKO C O(UIIUATBHOTO
caifra pa3pabotunka OC. Ecnu cymiecTByeT pexxum aBTOMaTHUYE€CKOro OOHOBIICHUS,
BKJIIOYH €T0;

3. PabGoraii Ha CBOoeM KOMIIBIOTEpE TOJ TMpaBaMHU TOJB30BATENsA, a He
aJIMUHUCTPATOpa. DTO HE TMO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrPaMM
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4. Hcnonb3yil  aHTUBHUPYCHBIE  MPOTPAMMHBIE  MPOAYKTHI ~ HM3BECTHBIX

HpOHSBO,IIPITGJICfI, C aBTOMaTUYECKUM OOHOBJICHUEM 633;



5. Orpanuub pU3NUECKHUI JOCTYH K KOMIBIOTEPY 7151 TOCTOPOHHUX JIMIL;

6. Mcnonp3yil BHEIIHWE HOCUTENH HMH(OpMalMU, Takue Kak (remka, TUCK WIIH
(aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBail KOMIbIOTEpHBIC (haiibl, MOJYYCHHbIE U3 HEHAIEKHBIX
HUCTOYHUKOB. Jlaxke Te (ailyipl, KOTOphIEe MPHCTAT TBOK 3HAKOMBIN. Jlydllle yTouHu

Y HCIr'o, OTIIPpAaBJIAI JIHU OH TeOe ux.

Cetn WI-FI

Wi-Fi - 3T0 He BU NIepe1au TaHHBIX, HE TEXHOJIOTHS, a BCET0 JIMIIL OPeHI, MapKa.
Eme B 1991 roay Hunepnanjackas koMmmnanus 3apeructpuponana Openg "WECA",
yTo 0003Hauano cioBocoueranue "Wireless Fidelity", koTopslii mepeBoauTCst Kak
"OecnpoBOHAS TOYHOCTH".

Jlo Hamiero BpeMeHH Joluia Apyras a00peBuaTypa, KOTopas SBJISIETCS TaKOW Ke
TexHoJoruen. 1o adbopeBuatypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO C HAMEKOM
Ha CTaHJapT BhICIIEH 3ByKkoBOi TexHuku Hi-Fi, 4To B mepeBojie o3HauaeT "BhICOKas
TOYHOCTB".

Ha, OecnnaTHBI WHTEPHET-AOCTYN B Kade, OTENsIX M a’pomopTax SBISETCS
OTIIMYHOM BO3MOXHOCTHIO BBIX0/1a B UHTepHET. HO MHOTHE SKCTIEPThI CUUTAIOT, YTO
obmenoctynusie Wi-Fi cetn He sSBIISIOTCS 0€30MMacHBIMU.

CoBeTbl 10 0€30MaCHOCTH PabOThI B 00MIEOCTYMHBIX ceTsx Wi-fi:

1. He nepenagaii cBoro nuunyto uHbopmMaiuio dyepe3 oodmenocrynusie Wi-Fi certn.
Paborass B HUX, JKeJaTeIbHO HE BBOJIWTH MApOJIM JOCTYMa, JIOTHHBI M KaKHE-TO
HOMEpA;

2. Ucnionw3yit 1 0OHOBIISI aHTUBUPYCHBIC TPOTpaMMBI M OpaHamayep. Tem cambiM
Thl 00€30MacuiIb cedsl OT 3aKaYKU BUpPYyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnonwszoBanun Wi-Fi otkmoun gynkumio "OOmmit goctymn k ¢aiaam u
npuHTepam". JlanHas (GyHKIOMS 3aKpbiTa MO YMOJIYAaHHUIO, OJIHAKO HEKOTOPHIC
M0JIH30BaTENIM AKTUBUPYIOT €€ Uil YI00CTBA UCIOIB30BaHUs B padoTe Uiu yueoe;
4. He ucnionw3yit myonmunbiii WI-FI 11t nepegaum TMYHBIX TaHHBIX, HATPUMED IS

BbIXO/JIla B COIMMAJIBHBIC CCTH WJIK B 3JICKTPOHHYIO IMOYTY,



5. Mcnonw3y# TonbKo 3amuieHnoe coeaunenue yepes HTTPS, ane HTTP, 1.e. npu
Habope BeO-aapeca BBoaM uMeHHO "https://";

6. B moOunbHOM Tenedone otkimoun ¢yakiuio "Tloakimrouenne k  Wi-Fi
apToMarnuecku". He momyckail aBTOMAaTMYE€CKOTO MOJKIIOYEHUS YCTPOMCTBA K

cersM Wi-Fi 06e3 TBoero corJjiacus.

CouuajibHble ceTH

ConuanbHble CETH aKTUBHO BXOJAT B HAlly >KM3Hb, MHOTHE JIIOJU PabOTaIOT U
KUBYT TaM IMOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MWLIMAPH YEJIOBEK,
YTO SIBJISICTCSI OJHOM CeObMOM BCEX JKUTEIIEH ILIaHeThl. MHOTHE IT0JIb30BaTEIIN HE
NOHMMAIOT, YTO HMH(OpMalLUs, pa3MELICHHAas] UMH B COLIMAJbHBIX CETSIX, MOKET
ObITh HalJJleHa W MCIOJIb30BaHA KEM YTOJHO, B TOM YHCJIE HE 0053aTEIbHO C
OJarMMHU HaMEPEHUSIMHU.

OCHOBHBIE COBETHI 110 0€30IIACHOCTU B COLIMATIBHBIX CETAX:

1. Orpannyp cnucok Apy3ei. Y TeOs B Apy3bsSX HE JIOJKHO OBITh CIy4alHBIX U
HE3HAKOMBIX JIIOJICH

2. 3amuiai CBO 4acTHYIO U3Hb. He yka3piBail naposu, TenedoHsl, aapeca, 1aTy
TBOETO POXKICHUS U JPYTyI0 JUYHYI0 HHQOpMAIHIO. 3JI0YMBIIUIEHHUKA MOTYT
UCIIOJIb30BaTh Jake MHPOPMAIMIO O TOM, KaK Thl U TBOU POJUTENH IIAHUPYETE
MPOBECTH KAHUKYJIBL;

3. 3amuiai cBOO peryTaluio - Iep>KU €€ B YMCTOTE U 33aBail cebe BOpoc: XoTen
Obl ThI, YTOOBI APyrHe MOJIb30BATENM BUIEIH, YTO Thl 3arpyxaewms? Ilogymaii,
MPEXJIe YEM UTO-TO OMyOJIMKOBATH, HANIUCATh U 3arPy3UTh;

4. Eciiv Tl TOBOPHUIUB C JIFOJIBMH, KOTOPBIX HE 3HACLIb, HE UCIIONb3YH CBOE PEAJIbHOE
UMS U JIPYTYIO JINYHYI0 UHGOPMALIMK: UM, MECTO KUTEIbCTBA, MECTO y4eObl U
pouee;

5. U3Geraii pasmemenus ¢otorpaduit B MHTEpHETE, TAe Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPO MOKHO ONPEAEIUTH TBOE MECTOIOIOKEHUE;

6. Ilpu perucrpanuu B COLMAIBHOM CETH HEOOXOJUMO HCIIOJB30BATh CIOKHBIE

napoJi, COCTOAIMNEC U3 6YKB 141 I_II/I(bp H C KOJINYCCTBOM 3HAKOB HEC MCHECC 8,



7. Ang couuanbHON CETH, MOYTHI U APYTUX CANTOB HEOOXOIMMO HCHOJIb30BaTh
paszHble maposu. Torna eciau Te0s B37I0MAIOT, TO 3710yMBIIUIEHHAKH II0Jy4aT JOCTYII

TOJIBKO K OJHOMY MCCTY, 4 HC BO BCC Cpa3sy.

JJIeKTPOHHbIE IEHbI'H

ONeKTpOHHbIE JEHBIM - OTO OYEHb YJIOOHBIM CHoco0 IUIaTexel, OJHAKO
CYILLECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JEHBIH.

DONEKTPOHHBIE JIEHBIW IMOSBHIMCh COBCEM HENABHO M MMEHHO H3-3a 3TOTO BO
MHOTHX TOCYAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHUM (PYHKUMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, I/I€ UX
pa3AeIsItOT Ha HECKOJIBKO BUJIOB - AaHOHMMHBIE U HE aHOHHUMHbIE. Pa3Huiia B TOM,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcs MPOBOJAUTH omepanuun 0e3
UJCHTU(UKAIINY TT0JIb30BATENs], & B HCAHOHUMHBIX UJCHTU(UKAIIUS [T0IH30BATENSA
SBIISIETCS 00A3aTEIBHOM.

Taxxke cienyer pas3nuyarb  AJEKTPOHHbIE  (QUaTHbIE  JE€HBIU  (paBHBI
rOCyJapCTBEHHBIM BAJIOTaM) M DJICKTPOHHbIE He(dUaTHBIE JCHBIM (HE PaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO 0€30MaCHOM padOTe C AIEKTPOHHBIMU JCHBIAMHU:

1. IlpuBsku K cuery MOOWIBHBIA TenePoH. DTO camblii yIOOHBIA M OBICTPHIN
Croco0 BOCCTAaHOBUThH AOCTYN K cuery. lIpuBsizanHblil TenedOH MOMONKET, €CIH
3a0y/ielb CBOM IJIATEKHBIM Tapojib WM 3aijiellh HAa CalT C HE3HAKOMOTO
YCTPOMCTBA;

2. Ucnonw3yii ogHOpa3oBbie apoiu. [locne nepexoia Ha yCUICHHYIO aBTOPU3ALIUIO
Tebe yxe He OyAeT yrpokaTb OMACHOCTh KpakKh WJIM TepexBaTa IIATEKHOIO
napoJs;

3. BriGepu crnoxxsbIil naposis. [lpectynaukam OyaeT He MPOCTO yraaaTrh CIOXKHBIN
napoJib. HajexxHele maposu - 3T0 Mapoiv, KOTOPIE COJIEPKAT HE MEHEE 8 3HAKOB U
BKJIIOYAIOT B C€0s1 CTPOYHbBIE U IPOMUCHBIE OYKBBI, HU(PPHI K1 HECKOJIBKO CUMBOJIOB,

Takhe Kak 3HaK jojuiapa, (yHTa, BOCKJIMIATENbHBIA 3HaK W T.N. Hampumep,

$tRONg!;;



4. He BBOAM CBOU JTUYHBIEC JAHHBIE HA CaliTaXx, KOTOPHIM HE JJOBEPSEILIb.

DJIEKTPOHHAS MOYTA

OneKTpoHHass IMo4YTa - 3TO TEXHOJOIMsS M MPEAOCTaBIIEMbIE €K YCIYI'H II0
MEPECHUIKE U MOJTYUYEHUIO AJIEKTPOHHBIX COOOIIECHUH, KOTOPhIE paclpeieatoTcs B
KOMITBIOTEPHOU ceTH. OOBIYHO BJIEKTPOHHBIA TMOYTOBBIM SIIUK BBITJISIAUT
CIIEYIOIMM 00pa3oM: UMsI_TOJIb30BaTEsI(@UMs_jioMeHa. Takke KpoMe repeiadu
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTH TIepe/iaBaTh (pailibl.

OCHOBHBIE COBETHI IO 0€30MACHOMN padOTE C AIEKTPOHHOU MOYTOM:

1. Hago BeIOpaTh MpaBWIIbHBIN MMOYTOBBIA CEpBHUC. B MHTEpHETE €CTh OrpOMHBIN
BBIOOp OECIUIaTHBIX TMOYTOBBIX CEPBHUCOB, OJHAKO JIydIlle TOBEPSATh TEM, KOTO
3HAEIIb U KTO NIEPBBIM B PEUTHHIE;

2. He yka3piBaii B JMYHOM MoYTe JUYHyI0 HHbopmaruio. Hampumep, myurie
BBIOpATh "My3bIKaIbHBIN  (panaT@" unu "pok2013" BmecTo "Temal3";

3. Mcnonb3yll ABYX3TAlHYH) ABTOPU3ALHIO. JTO KOrAa MOMUMO MHapoJisi HYKHO
BBOJUTH KOJ, MpUChLIaeMblii 0 SMS;

4. BoiOepu ClI0KHBIN Maposib. JJIsl KaKI0ro MOYTOBOTO SIIKKA JOJKEH OBITh CBOM
HAJIC)KHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOXHOCTB HAMCATh CAMOMY CBOM JIMYHBIN BONPOC, UCIIOIB3YH 3Ty
BO3MOHOCTB;

6. Mcnosb3yil HECKOJBKO MOYTOBBIX SIIMKOB. [1epBblid 17151 YaCTHOM NMEPENUCKH C
aapecaTaMy, KOTOPBIM Tbl JOBEpSCHIb. OTO JJIEKTPOHHBIA aJIpec HE Halo
MCIIOJIB30BaTh MIPU PETUCTpalu Ha hopyMax M cailTax;

7. He oTkphIBaii aiiipl U IpyrUe BIOKEHUS B MIChMaX, JaKe €CITU OHU TIPHIILITU OT
TBOUX Jpy3el. JIyuliie yTOUHH y HUX, OTIPABIISUTH JIM OHU TeOe 3TH (Dailiibl;

8. Ilocne okoHYaHMsT pabOTHI HA MOYTOBOM CEPBUCE TIEPEN 3aKPHITUEM BKIIAJIKH C

caiiToMm He 3a0y1p HaXKaTh Ha "Beiidtu".



Ku0epOy/lsIMHT WM BUPTyaJbHOE U3/1€BATEeIbCTBO

KubepOymummHT - TpeciieoBaHue COOOIICHUSIMH, COJCPKAIIUMH OCKOPOJICHUS,
arpecculo, 3aryruBaHue; XyJIuraHcTBO; COIIMaIbHOE OOMKOTUPOBAHKE C TOMOIIBIO
Pa3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOESPOYIITMHTOM:

1. He Gpocaiics B 60ii. Jlyumiuii crioco0: MocoBETOBATHCS Kak ceOsl BECTH M, €CIIU
HET TOT0, K KOMY MOXHO OOPaTHThCS, TO BHAYAJIe YCIIOKOUTRLCS. ECii Thl HAUHEITb
OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJBKO €llle OOJIbIIE Pa30ikKEIlb
KOH(JIUKT;

2. Ynpapnsii cBoel kubeppermyTauue;

3. AHOHUMHOCTH B ceTH MHHMas. CyIeCTBYIOT CIIOCOOBI BBIICHUTH, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;

4. He cTouT BecTH XyJUraHCKU 00pa3 BUPTyallbHOMU u3HU. IHTEpHET hukcupyer
BCE TBOU JICHCTBUS U COXpaHSET UX. Y JaIUTh UX OYJET KpaitHe 3aTpyIHUTEIbHO;
5. Cobmroail CBOIO BUPTYAJIbHYIO YECTh CMOJIONY;

6. Urnopupyi#t enuandHblii HeraTuB. OMHOPA30BbIE OCKOPOUTEIBHBIC COOOIICHHS
JydIiie UITHOpUpoBaTh. OOBIYHO arpeccus MpeKpamacTcs Ha HadaabHOW CTaIuu;

7. banm arpeccopa. B mporpammax oOMeHa MTrHOBEHHBIMH COOOIICHUSMH, B
COIIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJOKHUPOBKH OTIPABKUA COOOIICHHUH C
OTIPE/IETICHHBIX aJIPECOB;

8. Ecnmu Th1 cBumerenp kuOepOyinuHra. TBOM JEHCTBUS: BBICTYNUTH MPOTUB
mpeciieoBaTeNs, MoKa3aTh €My, YTO €ro JCHCTBUS OIICHWBAIOTCS HETAaTHUBHO,
Mo/IIePKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKAs TOMOIb, COOOITUTH

B3pOCIBIM O (haKTe€ arpeCCUBHOTO TOBEACHUS B CETH.

MoouabHbIi TesaedoH
CoBpemeHHbIE cMapTGOHBI M IUIAHIIETHI COAEpKaT B ceOe BIIOJHE B3POCIbIH
GbyHKIIMOHAT, W Temepb OHUM MOTYT KOHKYPHUPOBAaTb CO CTallMOHAPHBIMHU

KoMIibroTepamMu. OHAKO, CPEACTB 3AIIUTHI IJIs1 TIOJIOOHBIX YCTPONUCTB TIOKA OYEHB



Mayi0. TecTupoBaHUE U ITOUCK YA3BUMOCTEN B HUX IPOUCXOAUT HE TAK UHTEHCUBHO,
kak ju1s [1K, To e camoe kacaeTcs U MOOUIIbHBIX MPUIIOKEHUM.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YK€ NPAKTUYECKH JOTHAIM HACTOJbHBIC
aHaJIOTH, OJHAKO paclIMpeHue (QyHKIHOHANIAa BIEYET 3a COo00i OONbBIIyIO
CJIO’KHOCTh U MEHBIIYIO 3AIIUIIEHHOCTD.

Jlaneko He Bce TMPOU3ZBOJUTENM BBINYCKAIOT OOHOBJICHUS, 3aKpbIBAIOIINE
KPUTHYECKHUE YA3BUMOCTH JIJI1 CBOMX YCTPOUCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MaCHOCTH MOOMIIBLHOTO TeleoHa:

Huuero He sBisieTcss mo-HacTosmeMy OecraTHeIM. Byib ocTOpokeH, Bep Koraa
Te0e MpeuIaraloT OECIUIATHBIA KOHTEHT, B HEM MOTYT OBITb CKPBIThI KaKHE-TO
IJIATHBIE YCIIYTH;

Hymaii, npexnae yem otnpaBuTbh SMS, poTo minn Busieo. Thl TOUHO 3HACIIb, IJ€ OHU
OyAyT B KOHEUHOM UTOTE?

HeoOxoaumo 0OHOBIIATH ONEPALMOHHYIO CUCTEMY TBOETO CMAapTHOHA;

Hcnonb3yil aHTUBUPYCHBIE IPOrPaMMBbI U1 MOOMIJIBHBIX TEJIE(POHOB;

He 3arpyxail NpwIOKEHUS OT HEHU3BECTHOTO HCTOYHHMKA, BEAb OHM MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUEHHUE;

[Tocne Toro Kaxk Thl BBIMICIIH C CaliTa, TJIe BBOJWII JIMUYHYIO HH(OpMAIUIO, 3aii11 B
HACTpOWKH Opay3epa u yaanu cookies;

[leproguueckn MNpoBepsAl, KakWe IUIATHBIE YCIYTM aKTUBHPOBAHbBI HA TBOEM
HOMEpE;

JaBaii cBoif HOMEp MOOUIIBLHOTO Telae(dOoHa TOJIBKO JIOJISIM, KOTOPBIX Thl 3HACIIH U
KOMY JIOBEpSICILIb;

Bluetooth nomkeH ObITH BBHIKIIIOUEH, KOTAA Thl UM HE HoJb3yelibes. He 3a0biBait

HHOrga IMpoOBEPATH 3TO.

Online urpsbi
CoBpeMeHHbIE OHJIAaWH-UTPBI - ATO KPACOYHBIE, 3aXBaThIBAIOIIUE pa3BICUYCHUS,
O0OBEUHSIONINE COTHU THICSY YEJIOBEK M0 BceMy MUPY. UTpOKH UCCIeNyIOT TaHHbII

UM MUD, 0611.[8,I-OTCH APYT C APYTOM, BBITIOJIHAIOT 3aJdHUs, CPAKAOTCA C MOHCTpAMHU



Y TMOJYYaroT OMBIT. 32 YJOBOJBCTBUE OHU IUIATAT: MOKYIMAKOT JUCK, OIJIAYUBAIOT
aOOHEMEHT WU MPUOOPETAIOT KaKKe-TO OMIIHH.

Bce aTu cpencrtBa MOyT Ha MOAJEPNKAHWE M PA3BUTUE WUIPhI, a TAKKE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHUCTEMBI ABTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
naT4yu (HU@poBbIe 3aIIaTKU ISl IPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B 1omo0HBIX WUrpax CTOMT ONacaTbCsi HE CTOJILKO CBOMX COINEPHUKOB, CKOJBKO
Kpa)kdl TBOETO MapoJisi, Ha KOTOPOM OCHOBAaHA CUCTEMa aBTOPHU3AIMU OOJBIINHCTBA
Urp.

OCHOBHBIE COBETHI IO 0€30MTACHOCTH TBOETO UTPOBOr0 aKKAyHTA:

1. Ecau nppyroii urpok BejeT ceOsi MIOX0 WM CO3JaeT TeOe HENpUSTHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Tloxanyiics agMUHUCTpPATOpaM WIPhl HA IUIOXO€ IMOBEACHHUE STOr0 HWIPOKAa,
YKEJIATENIBbHO IIPUJIOKUTH KaKue-TO TOKa3aTeIbCTBA B BUJE CKPUHOB;

3. He yxa3biBail muuHyo nHGopMaIuio B mpodaiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB 110 UIPE;

5. He ycranaBnuBaii HeopuIManbHbIC TATYH U MO/IBI;

6. Mcnosib3yil CIOKHBIE U Pa3HBIE MTAPOJIH;

7. Jlaxe BO BpeMs UI'Pbl HE CTOUT OTKJIIOYATh aHTUBHUPYC. [1oka Tl urpaems, TBOM

KOMIIBIOTEP MOTYT 3apPa3HTh.

OUIIMHT UM KPaXKa JUYHBIX JAHHbIX

OOBIYHON Kpaxkell AeHEer W JOKYMEHTOB CETOJHS YK€ HHUKOTO HE YAMBHUIIb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJIOTUH 3JI0YMBIIIJIEHHUKHA NEPEMECTUIIMCh B HUHTEPHET,
1 TIPOJIOJKAIOT 3aHUMATHCS " TFOOMMBIM'" ICIIOM.

Tak nosiBUiIach HOBasi yrpo3a: MHTEPHET-MOILIEHHUYECTBA WM (PUIIMHT, TaBHas
1eJIb KOTOPOTO COCTOMUT B MOJTYYEHUH KOH(UICHIINATBHBIX TaHHBIX MOJIb30BaTeNeH
- JJOTUHOB | TapoJieii. Ha anrnmiickom si3eike phishing ynutaercs kak GumuHr (0T
fishing - prioHas moBis, password - mapoJb).

OcHOBHBIE COBETHI IO 0OPHOE C (PUITUHTOM:



1. Cnenu 3a cBoMM akkayHTOM. Ecnu Tl moJ03peBaeib, YTO TBOSI aHKETa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JOKHUpOBaTh €€ U COOOIIUTH aIMUHHCTpATOpam
pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Hcnonw3yili Oe3omacHble BeO-CaliThl, B TOM 4HCIE, WHTEPHET-Mara3uHOB U
HOUCKOBBIX CHUCTEM;

3. Ucnonb3yli cnokHble U pa3Hble napoau. Takum obpazom, eciu Te0s B3IOMAIOT,
TO 3JIOYMBIIIJIEHHUKHY TIOTy4YaT HOCTYII TOJIBKO K OJTHOMY TBOEMY MPO(DUITIO B CETH,
a HE KO BCEM;

4. Ecnu Te0s B310Malii, TO HEOOXOJAUMO NPEAYyNpPEeIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE I00aBIEHBI Y T€OS B IPY3bIX, O TOM, YTO T€OsI B3JIOMaIU U, BOBMOXHO, OT
TBOETO UMEHM OYyJIeT pacChlIaThCs CaM U CChUIKU Ha (PUIIMHIOBBIE CATHI;

5. YcranoBu HaaexHbli napois (PIN) Ha MOOMIIBHBIN TENEPOH;

6. OTKII0UM COXpaHEHHe Maposis B Opaysepe;

7. He oTkpbIBail aiisiel U Ipyrue BIOKEHUS B IMCbMax, Aa)K€ €CJIU OHU MPUIILIN OT

TBOUX Jipy3el. Jlydllle yToOUHU y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TU (Hailsibl.

Hudposas penyrauus

[Mudposas pernyrarusi - 5T0 HEraTUBHAS WX MO3UTHBHAS MH(OpMAIUA B CETHU O
tebe. Kommpomerupyromias uHboOpMaiysi, pa3MelleHHass B HHTEPHETE, MOXKET
CepbEe3HbIM 00pa30oM OTpPa3uUThCAd Ha TBOEW peanbHON ku3HH. "Lludposas
penytanus" - 3T0 TBOW UMUK, KOTOPBIN (popmupyercs u3 uHdopmaiuu o Tede B
UHTEpHETE.

TBOe MecCTO >XHUTENbCTBA, y4eObl, TBO€ (DMHAHCOBOE IOJIOKEHHUE, OCOOECHHOCTHU
XapaKTepa U pacckas3bl 0 OJM3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue mOAPOCTKH JIETKOMBICIGHHO OTHOCSTCA K IMyOJMKAIlUU JIMYHOU
uHpopmaruu B MHTEpHETE, HE MOHMMAsT BO3MOXKHBIX TMOCiencTBuii. Thl qake He
CMOJKEIIb JIOTaIaThCs 0 TOM, 4To (poTorpadus, pasMelleHHas 5 JIeT Ha3ald, crajia
MPUYMHON OTKAa3a MPUHATH T€OS HA paloTy.

KommenTtapuu, pasmemienue TBoux ¢oTorpaduit u Apyrue ACUCTBUS MOTYT HE

HCUE3HYTH AaXKC ITOCJIC TOI'O, KaK Thl UX YAaJINIIb. Tl HE 3Hacllb, KTO COXpAaHUJI OTY



uHbOpMaIIMIO, MOMNaNa JId OHA B MOMCKOBBIE CHUCTEMbI U COXpAaHWJIACh JIM OHA, a
[JIABHOE: YTO MOAYMAIOT O TeOE OKPYKAIOIIUE JIFOAU, KOTOPhIE HANAYT U YBUIAT
sT0. Haiftu uH(pOpMannio MHOTO JET CIYCTS CMOXET JI000M - Kak U3 J00phIX
noOyKJIeHUH, TaK ¥ C HAMEPEHUEM IPUYUHUTH BpeJl. DTO MOXKET OBITh KTO YTOHO.
OCHOBHBIE COBETHI 110 3alIUTE HU(PPOBOI permyTaluu:

1. [Togymaii, npexie yeM 4yTo-To MyOJIMKOBaTh U NepeaaBaTh y ce0s B OJore uim B
COIIMAJIbHOM CETH;

2. B nactpoiikax npouiis ycTaHOBH OTPaHUYEHUS HA TPOCMOTP TBOETO poduiis u
€ro COIAECPKUMOro0, CAeIal ero ToJbKO "1 apy3ei”;

3. He pasmemaii u He yka3bpiBail MH(OPMAIMIO, KOTOpash MOXET KOro-audo

OCKOPOJIATH WJIH OOMKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE MIKOJILHUKHU - aKTUBHBIC MOJIH30BaTEIU IIU(POBOTO MPOCTPAHCTBRA.
OpHako [ajieko HE BCE 3HAIOT, YTO IMOJb30BAHUE MHOTHMH BO3MOXKHOCTSIMU
nudpoBoro wmupa TpeOyeT COOMIOMCHHMS TIpaB HAa  HMHTCIUICKTYaJIbHYIO
COOCTBEHHOCT.

TepmuH "UHTEIIEKTyalIbHAsi COOCTBEHHOCTH'" OTHOCUTCS K Pa3IMYHBIM TBOPEHUSIM
YeJIOBEUECKOr0 yMa, HauMHas C HOBBIX M300pETCHMI M 3HAKOB, 0003HAYAIOIIMX
COOCTBEHHOCTb Ha MPOJAYKTHI M YCIYTH, U 3aKaHUMBasi KHUTamu, pororpadusmu,
KMHO(DHUIIEMaMH ¥ MY3bIKQJIBHBIMU TTPOU3BEICHUSIMU.

ABTOpCKME TMpaBa - O3TO I[paBa Ha HWHTEJUIEKTyaJdbHYIO COOCTBEHHOCTh Ha
MIPOU3BEACHUSI HAYKH, JINTEPATYPhl U UCKYCCTBa. ABTOPCKHE MpaBa BHICTYNAIOT B
KaueCTBE TapaHTUH TOTO, YTO HHTEIICKTYaIbHBIN/TBOPUECKUN TPy aBTOpa HE
OyJIeT HampacHbIM, JacT €My CIpaBeJIMBbIE BO3MOXKHOCTH 3apaboTaTrh Ha
pe3ysbTaTax CBOETO TPyHAa, TMOJYyYUTh W3BECTHOCTh W mpu3HaHue. Hukrto 06e3
pa3pellieHus aBTOpa HE MOXET BOCIPOU3BOJUTH €r0  MPOU3BEIICHHUE,
pacnpocTpaHsiTh, MNyOJIUYHO JAEMOHCTPUPOBATh, IMPOJAaBaTh, HUMIIOPTUPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO HCIOJHATH, MOKA3BIBATH/UCIIONHITH B dUpe WU

pa3meniath B MIHTepHeTe.



Hcnonp3oBanue "MUpaTCKOTro" MPOrpaMMHOIO OOECTIEUEHHUS] MOKET MPHUBECTH K
MHOTHM pUCKaM: OT MOTEPH JAHHBIX K TBOUM aKKayHTaM J0 OJOKHUPOBKH TBOETO
yCTpOICTBa, TJI€ yCTAHOBJIEHA HeJleranbHas nporpamma. He crout Takxke 3a0bIBaTh,
YTO CYLIECTBYIOT JETAJIbHBIE U OECIUIATHBIE TPOTrPaMMBbl, KOTOPHIE MOKHO HAaWTH B

CCTHU.

O nopraJue

CGTGBI/I‘{OK.DCb - TBOW TJIaBHBIM COBETYUMK B CETH. 3,I[€CB Tbl MOXKCIIb Y3HATb O

0€30MacHOCTH B CETU MOHSATHBIM M JTOCTYIHBIM SI3bIKOM, & IIPU BO3HUKHOBEHHH
KPUTUYECKOM CHUTyallud OOPAaTHTHCS 3a COBETOM. A TakX e MPUHATHh Yy4acTUE B

KOHKYpCaX U CTaTh CaMbIM ITU(GPOBBIM IPaskIaHUHOM !


http://www.setevichok.org/

